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CHECKING DOCUMENTATION for EVIDENCE of FRAUD

Always check for signs of tampering when checking identity documents. Documents should be queried if they display any signs of damage, especially in the areas of personal details such as the name and the photograph. The following guidelines should help you look out for any suspicious signs when authenticating documents.

 

Passport

Check the general quality and condition of the passport. Treat it with suspicion if it is excessively damaged; accidental damage is often used to conceal tampering. Photographs should be examined closely for signs of damage to the laminate or for excessive glue or slitting of the laminate; these signs would indicate photo substitution. If the photograph appears excessively large, this might indicate an attempt to hide another photograph underneath. There should also be an embossed strip embedded into the laminate, which will catch a portion of the photograph. Check there is no damage to this area. If the passport is from a foreign national, you can still follow the same general procedures as above.

Photo driving licence

Examine the licence for evidence of photo tampering or any amendment of the printed details.

Old style driving licence (no photograph) 

Remove the document from the plastic wallet and check that it is printed on both sides. It should have a watermark visible by holding the licence up to the light and there should be no punctuation marks in the name or address. The ‘Valid To’ date should be the day before the bearer’s 70th birthday (unless the bearer is already over 70). The ‘Valid To’ date can therefore be cross-referenced with the applicant’s date of birth detailed in Section A.

Birth certificate

Birth certificates are not wholly reliable for confirming identity, since copies are easily obtained. However, certificates issued at the time of birth are more reliable than recently issued duplicates.
Check the quality of paper used; genuine certificates use a high grade. There should be a watermark visible when the document is held up to the light. Any signs of smoothness on the surface would indicate that original text might have been washed or rubbed away. There should be no signs of tampering, changes using liquid paper, overwriting or spelling mistakes.

EU Photo Identity Card 

Examine the card for evidence of photo tampering or any amendment of the printed details.

HM Forces ID Card

Examine the card for evidence of photo tampering or any amendment of the printed details.

Firearms licence

Check the licence is printed on blue security paper with a Royal crest watermark and a feint pattern stating the words ‘Home Office’. Examine the licence for evidence of photo tampering or any amendment of the printed details, which should include home address and date of birth. The licence should be signed by the holder and bear the authorising signature of the chief of police for the area in which they live, or normally a person to whom his authority has been delegated.

Other forms of identification

Ensure all letters and statements are recent, i.e. within a 3 month period. Do not accept documentation printed from the internet. Check letter headed paper is used, bank headers are correct and all documentation looks genuine. The address should be cross-referenced.
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